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From the Editor’s Desk

.

Warm greetings to the readers, I hope you all are in your best of Health and Spirits.
I am happy to bring the 2nd edition of the E-Issue of CDTI Chandigarh Newsletter for the
year 2022,

During this quarter, CDTI Chandigarh successfully conducted Nineteen (19) offline
courses along with online courses/webinars for Police Officers, Judicial officers &
Prosecutors on the topics concerning Social Media Crimes, Organized Crime, Cases under
NDPS Act, Financial frauds, Money Laundering crimes Gender Sensitization, Investigation
of Economic Offences, Rape & POCSO cases, and many more.

As part of Aazadi ka Amrit Mahotsav, CDTI Chandigarh also conducted sessions on
Cyber Hygiene in Cyber space for the College students and for women groups.

This e-Newsletter is bringing to you the highlights of the various activities related
to Training programs and other developments at CDTI Chandigarh.

I would also like to take this opportunity to thank the contributors of this news letter
& to the Director CDTI Chandigarh for her continuous guidance and support. We look
forward to receive constructive suggestions from readers to improve the content of the E-
Issue.

JAI HIND

SONAL, Dy.SP
CDTI CHANDIGARH



DETAILS OF COURSES/WEBINAR CONDUCTED AT CDTI, CHANDIGARH

W.E.F. APRIL TO JUNE, 2022 FOR POLICE OFFICERS

S/No. Name of Course Duration Nos. of
Participants
01 Investigation of Crimes Using Social Media Platform 05.04.22 to 07.04.22 28
02 Online course on Investigation Of Bank Fraud Cases & 11.04.22 to 15.04.22 63
Plastic Card Fraud Cases
03 Webinar on Registration of Zero FIR. Its Legal Aspects And | 12.04.22 38
Procedure For Police Officer.
(As part of Azaadi ka Amrit Mahotsav)
04 Investigation of Murder/Homicide cases 18.04.22 to 22.04.22 13
05 Investigation of Organized Financial Crimes & Money 25.04.22 to 29.04.22 26
Laundering Crimes
06 Webinar on Use Of Dark Web And Crypto Currency for 26.04.22 55
Criminal Activities For Police Officer.
(As part of Azaadi ka Amrit Mahotsav)
07 Investigation of Organized Cyber Crime cases 02.05.22 to 06.05.22 20
08 Investigation of Rape cases 09.05.22 to 11.05.22 16
09 Webinar on Mandatory Provisions of NDPS Act - Reasons for | 13.05.22
Failure in Courts for Police Officers. 49
(As part of Azaadi ka Amrit Mahotsav)
10 Investigation of Organized crime 23.05.22 to 27.05.22 21
11 Webinar on Importance of Emotional & Mental Health and
ways to promote well-being for Police officer. 25.05.22 43
(As part of Azaadi ka Amrit Mahotsav)
12 Investigation of Organized Cyber Crime Cases 30.05.22 to 03.06.22 17
13 Investigation of NDPS Cases 06.06.22 to 10.06.22 19
14 gfr;_line Course on Cyber Crime Awareness Program for Police | 07.06.22 to 09.06.22 50
icers
15 Investigation Of Sexual Assault Cases Against Women & 13.06.22 to 17.06.22 11
Children
16 Webinar On Use Of Technology In Effective Policing For 15.06.22 51
Police officer. (As Part Of Azaadi Ka Amrit Mahotsav)
17 Awareness about Mobile Forensic & its utility in Investigation 20.06.22 to 24.06.22 15
18 Webinar of Wild Life Crimes & Trade Across The Borders for | 23.06.22 34
CPOs (As part of Azaadi ka Amrit Mahotsav)
TOTAL 569
COURSE/WEBINAR CONDUCTED AT CDTI, CHANDIGARH FROM APRIL TO JUNE, 2022 FOR
JUDICIAL/PROSECUTORS OFFICERS
S/No. Name of Course Duration Nos. of Participants
01 Online Cyber Crime & Cyber Law Awareness Program. 18.05.22 to 20.05.22 fusCEITGITICerob s

Prosecutors-27

Total Trainees

46




Course Calendar w.e.f. July to Sept, 2022 in r/o CDTI, Chandigarh

S/No. Name of Course Duration
01 Online Course on Investigation of Organized Crimes 04.07.22 to 08.07.22
02 Integrated course on Scientific Aids to Investigation & Analysis of 11.07.22 to 15.07.22
Scientific Evidences for Judicial Officers, Prosecutors & Police Officers
03 Webinar on “Cyber Vulnerabilities for Judicial Officers & Prosecutors (As | 13.07.22
a part of Azaadi ka Amrit Mahotsav)
04 Investigation of Organized Crime 25.07.22 to 29.07.22
05 Webinar on “Safe use of Social Media Platform & Payment Gateways 27.07.22
and Wallets for Police officers & Prosecutors.
(As a part of Azaadi ka Amrit Mahotsav)
06 Investigators Training Program on Women Safety. 01.08.22 to 05.08.22
07 Investigation of Organized Cyber Crime Cases. 08.08.22 to 12.08.22
08 Webinar on “"Cyber Awareness about Safe use of Smart Devices and 10.08.22
Cyber Security for Administrative Officers.
(As a part of Azaadi ka Amrit Mahotsav)
09 Skill Development & Work Life Balance. 22.08.22 to 26.08.22
10 Investigation of Financial Frauds on Digital Platform and Internet 29.08.22 to 02.09.22
Banking (Prosecutors & Police officers)
11 Training Program on Gender Sensitization for the Police Personnel 05.09.22 to 09.09.22
(NCW)
12 Integrated Course on “Wild Life Offences” for Police officers, Wild Life 12.09.22 to 16.09.22
officers & Forest officers.
13 Online Short duration course on Investigation Abroad. 21.09.22 to 23.09.22
14 Webinar on “Forensics Aids to Investigation in Collaboration with CFSL” | 27.09.22
for Judicial Officers, Prosecutors & Police officers
15 03 days online e-ITEC Course on “"Welfare Department for Guyana 28.09.22 to 30.09.22

Police




NEW INITIATIVES

AS PER THE MANDATE OF BPR&D TO CONDUCT PROGRAMS / SEMINARS ON CYBER
HYGIENE FOR STUDENTS

CDTI CHANDIGARH CODUCTED A SESSION ON CYBER HYGIENE FOR STUDENTS OF GOVT. COLLEGE OF
EDUCATION, SECTOR 20, CHANDIGARH



PROGRAM ON CYBER HYGIENE FOR WOMEN GROUP
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INVESTIGATION OF CRIMES USING SOCIAL MEDIA PLATFORM
W.E.F. 05.04.22 TO 07.04.22

Ms. Rani Bindu Sachdeva, IPS,
Director, CDTI Chandigarh
inaugurated the first offline
course after COVID-19
Pandemic.




INVESTIGATION OF MURDER/ HOMICIDE CASES
w.e.f. 18.04.22 to 15.04.22




INVESTIGATION OF ORGANIZED FINANCIAL CRIME & MONEY LAUNDERING
CRIMES W.E.F. 25.04.22 TO 29.04.22

A session on communication |
skills & Importance of team
work and cooperation in
Police working being
delivered by Ms. Rajesh Gill, |
Professor (Retd.) Dept. of
Sociology, PU, Chandigarh.




INVESTIGATION OF ORGANIZED CYBER CRIME- 02.05.22 TO 06.05.22

S.P. CBI Chandigarh, during the
valedictory session on 06.05.22 |

_—

Sh. Navdeep Singh Brar, IPS,




INVESTIGATION OF RAPE CASES- 09.05.22 TO 11.05.22

Simulation exercise for
lifting the evidences
from the crime scene,

during the training

program




INVESTIGATION OF ORGANIZED CRIMES - 23.05.22 TO 27.05.22

Ms. Rani Bindu Sachdeva,
IPS, Director CDTI
Chandigarh, presenting
Memento to Sh. Keshav
Kumar, IPS (Retd.) DGP, |
Guijarat Police. ‘

Y vl

Ms. Rani Bindu Sachdeva, |
IPS, Director CDTI
Chandigarh, presenting;
Memento to Sh. J P
Singh, IPS, IGP, Himachal |
Pradesh Police

|
The Chief Guest Sh. J P Singh, IPS, IGP, H.P. awarding course completion certificates |
to the trainees !




INVESTIGATION OF ORGANIZED CYBER CRIME- 30.05.22 TO 03.06.22

Sh. B M Sharma, IPS
(Retd.), Former Director,
CDTI Chandigarh during
the valedictory session.

Group photograph with the trainee’s officers




INVESTIGATION OF NDPS CASES - 06.06.22 TO 10.06.22

A webinar on "Mandatory provisions of NDPS Act" was

organized at CDTI Chandigarh today as part of "Azadi ka
Amrit Mahotsav".

Session during the
course on NDPS
Cases by Dr.
Sharanjit, Prof. Rajiv
Gandhi National
University of Law
Punjab.




SEXUAL ASSAULT CASES AGAINST WOMEN AND CHILDREN - 13.06.22 TO 17.06.22

Practical demonstration
for collecting the
evidences from the crime
scene of rape & murder
by Sh. L S Rana, Dy.
Director, (Retd.), FSL
Punjab

Session on open source
tools for I/Os by Sh.
Gurcharan Singh, Cyber
Faculty, CDTI Chandigarh.




OTHER ACTIVITIES DURING THE QUARTER

PLANTATION DAY ON 21.06.22




Retirement ceremony \
of Sh. M K Khanna, |
SO, CDTI Chandigarh, |

World Health
celebration on 07.04.2022

International Yoga Day
celebration on 21.06.2022
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Sh. Nand Kishroe, Dy.SP, CDTI
Chandigarh, demonstrating
indoor Crime Scene at
Univ.Inst of Legal Studies, PU
Chandigarh.

Seminar on Human
Trafficking organized by
National commission for
Women & BPR&D,
attended by CDTI Faculty at
Dr. Ambedkar International
Center, New Delhi




TIPS FOR REDUCING/MANAGING STRESS

There is no simple definition of Stress. In
general, it can be thought of as the perception
that events or circumstances, situations etc
have challenges of, a person’s ability to cope.
Stress has been experienced since time
immemorial but its toll is higher than ever
before. Following tips are enumerated below for
reducing stress:-

1. LEARN TO PLAN- Disorganization can
cause stress. Having too many works going
simultaneously often leads to confusion,
forgetfulness and the sense that uncompleted
work are hanging over your head. When
possible, take work or task one at a time and
work on it until completed.

2. RECOGNISE AND ACCPETS LIMITS- Most
of us set unreasonable and perfectionist goals
for ourselves. We can never be perfect so we
often have a sense of failure no matter well we
perform. Set achievable goals for yourself.

3. BE A POSITIVE PERSON- Avoid criticizing
others. Learn to praise the things you like in
others. Focus upon the good qualities those
around you possess. Be sure to give yourself
credit and appreciate your own good qualities
as well.

4. LEARN TO TOLERATE AND FORGIVE-
Intolerance of others leads to frustration and
anger. An attempt to really understand the way

other people feel can make you more accepting

to them. Accept and forgive yourself also.
5.  AVOID UNNECESSARY COMPETITION-
There are many competitive situations in life
that we cannot avoid. Too much concern with
winning in too many areas of life can create
excessive tension and anxiety and make us
unnecessarily aggressive.
6. GET _REGULAR PHYSICAL EXERCISE-
Check with your physician before beginning
any exercise program. We have to stay likely
with an exercise program if we choose one
that really enjoy life.
75 LEARN A SYSTEMATIC,DRUG FREE
MEHTOD OF RELAXING- Meditation, yoga or
any of a variety of relaxations techniques can
be learned from various accredited teachers
and licensed psychotherapists.
8. CHANGE YOUR THINKING- an important
aspect we have to think about. How we feel
emotionally often depends on our outlook or
philosophy of life. Changing one’s beliefs is
difficulty and painstaking process. No one has
all the answers but some answers are
available.
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Rajeev Kumar Sharma,
Dy.SP (Admin)
CDTI Chandigarh



WOMEN in PoLICING

In India women entered the police force as early as
1938, but the active role of women in policing has been a
slow process. Despite the MHA’s mandate of 33%
reservation of Women in Police (2009), the overall portion
of women in Police in 2020 was only 12%. While many
States have mandated 10% to 33% reservation for women
in the police, not one of these states has met its goal. The
share of women among the higher ranks is even lower at
8.7% only. From the past few decades there has been an
increase in the number of women joining the Indian police
force, but the numbers are still lagging behind. This leads to
the questions- how women-friendly are our police forces
today, how gender-sensitive is the job environment and
how levelled is the occupational playground for the women
police officers. This further leads us to the challenges faced
by the women police officers in the law enforcement
agencies.

Challenges faced by policewomen

Absence of basic amenities like toilets, restrooms,
changing rooms, créches, Sexual harassment complaint
committees etc. at police stations/work places across the
country plays a major role in the lower percentage of
women police officers in the country. Societal stereotypes
are another barrier. Patriarchal mindset of the society plays
a big role in the less numbers of women police officers
even in this 21% century. The society considers policing as
a man’s job and it has emphases on machismo and valor
more than on service. A significant share of male police
personnel also hold prejudiced notions about the capability
of women in handling police duties and consider them unfit
for on-field tasks. Due to these notions women police
officers often spent their entire careers to be accepted in the
police force as equals and to prove themselves to be as
good as their male counter parts and due to this they are
often accused of hyper-masculinity.

Women are discriminated against in the police
force for not fulfilling the traditional male traits of a police
officer. They are often assessed less competent and less
suitable for high level positions of responsibility and
challenge. Women in subordinate positions have to go
through a gendered model of policing usually constrained
to dealing with women and juveniles. Women police
officers are often resented by their male counterparts and
many times face harassment (sexual) and discrimination,
but instead of reporting they tend to overlook and minimize
it. Women respond to sexual harassment typically by
remaining silent, ignoring it, smiling, laughing it off or
normalising it. Those women police officers who are
sexually harassed by superiors and colleagues are
sometimes even held responsible for it. Biologically women
have the responsibility of bearing children and being the
primary care giver their views of work, family and work-

family balance is different
from that of men and due to
this most of the women
police officers are being
accused of hyper-femininity,
exaggerating the proverbial
feminine weakness for short-
term benefits and more likely
to be judged professionally for seeking maternity and
childcare leaves.

Discrimination and problems towards women in
law enforcement are not limited to the work places. Once
we remove our uniform, we are just another woman and are
as likely to face sexual harassment on the streets, to be
asked for dowry, subjected to domestic violence, the lesser
partners in the marriage, as another common woman in the
society.

What needs to be done

We do need to consider that women and men are
different, whether because of nature or nurture, and that
those differences must be acknowledged in order to level
the playing field. For women in police to perform to their
full potential, it would take sustained increase in their
strength, meaningful networking within themselves and an
institutionalised support system. As advocated by the
Comptroller and Auditor General of India, special
recruitment drives for women should be done to increase
their strength in law enforcement agencies. Workplaces
should be made more conducive by providing basic
amenities like constructing toilets, restrooms, créches, etc.
Problems related to inordinately long duty hours and denial
of weekly offs should be dealt empathetically. Dual role of
women officers (Professional and Personal) to be kept in
view, while allocating duties to women police officers and
they can be given the option of choice posting in their home
districts. India’s law enforcement workplace also needs to
be gender intelligent. Gender sensitization among police
officers has to be taken up as a regular feature to tackle the
misogynistic tendencies among male police personnel. It
will allow women police officers to be their authentic
selves and the agents of change. Merely increasing the
number of women police personnel won’t do the deed, an
inclusive and un-gendered system will help the institution
be more gender-responsive and gender-sensitive.

Pooja Chaudhary
Dy.SP
CDTI Chandigarh



Netiquette Rules to Maintain
Good online Reputation

With the rapid proliferation of internet and people
spending more time online, it’s imperative to be aware of how
we are interacting online. Netiquette is the correct way of
conducting yourself while communicating online. The word
netiquette is derived by combining two words “net” and
“etiquette”, i.e., etiquette of the cyber space. Netiquette or
Internet  etiquette is important because online
communication is typically non-verbal, and it gets very easily
distorted or misinterpreted. The small social blunders
committed by the user on the cyber space can offend people
and can cause severe social distress. Toxic social media
behaviour and cyber bullying are major forms of poor online
behaviour, which not only can land you in trouble but also can
have legal ramifications.

Following netiquette rules can help you maintain a positive
online presence: -

Don’t say anything which you won’t say in person in
real world

While communicating online, users forget that they
are communicating with real people. There’s
a human behind the words you’re reading. It’s also
easy to misinterpret the context of someone’s words
when you can’t see their facial expressions or body
language. Before making any communication on the
cyber space, user must ensure that it would not hurt
anybody’s sentiments or offend someone.

Respect one another’s privacy

An important netiquette rule is respecting the privacy
of others. You should not publicly identify or post
private information about someone especially as a
form of punishment or revenge, a practice known
as doxing.

Read first, write later

It has been seen that, users tend to react
immediately on reading the message and without
identifying its veracity, which may land them in
trouble. Users must read, verify and review the
content prior to making any reaction and endorsing
such type of messages or contents.

Restrict sending objectionable and inappropriate
contents

Users must restrict sending, forwarding or endorsing
objectionable or obscene contents over the social
media, which may harm somebody’s reputation and
also land the senders in trouble. If any such contents
are received by somebody on any group or social

7 media platform, he
should immediately
reprimand the sender
about the sensitivity
and also caution him to
refrain from sending

¢

—

g such contents.

Be careful when dealing with messages from
unknown sources

An important rule to stay safe on the internet is to be
suspicious of strangers. First, don’t trust messages
from people you never met, especially those that ask
you to click a link, open an attachment or send a file
to the sender. It's very easy to trap the victims
through phishing and malicious links by compelling
him to react quickly through distress messages like
your phone has been hacked and your money has
been transferred to some other account.

Be forgiving of other people’s mistakes

We should all take care to confirm that what we’re
posting is accurate, especially if it could be hurtful to
someone’s reputation. If someone says something
hurtful about us without the intention of flaming, we
should try to acknowledge their mistake in a forgiving
manner.

Use mixed case Lettering

The lettering (upper/lower) reflects your attitude and
behavior. UPPER CASE LOOKS AS THOUGH YOU ARE
SHOUTING. Capitalize words only to highlight a point
or for titles; otherwise make use of mixed case
lettering.

Be Brief and Precise

While replying to a message or posting something, be
precise and brief. Long messages are time killing and
irritating.

Avoid Plagiarisms

One of the biggest risks of being in cyberspace is

copyright infringement. The users on the cyber space

should restrict using another person’s words, images

or information without prior permission and making

due acknowledgement or credit to the source.

Report illegal activities or offending content
If you notice offending language attacks, like cyber-
bullying, hate speech or any form of harassment, do
not hesitate to reportit. Government of India has

created an online reporting portal

www.cybercrime.gov.in for the purpose.

By Gurcharan Singh,
Cyber Faculty, CDTI, Chandigarh


http://www.cybercrime.gov.in/
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EQUITY

Let her walk in the streets,

Let her walk during night,

Where there is darkness,
Let there be light.

Stop scanning every details,
She is not a thing, fruit or a heavenly desert,
Respect her,
For she is a female.

She is one with a sense of inclusion
And rightness that can change the world,

Let her take birth, fly and leave her wings unfurled.

Crime against her,
She still stands strong,
Dates for Justice,

Rest and prolonged

Suits, Skirts, long or short,
Backless or covered, old or new bought,
Stop attacking her with those looks,
Think and realise who is at fault?
Those looks have some errors,
Those looks are an assault.

Fear the supreme omnipotent,
For the has a special seat,
Correct the way you treat her,
Or else taste the netherworld sweet.

Thanks you

Aavishka Vashishta
Student of Class 12

D/o Sh. Rajeev Kumar Sharma,
Dy.SP, CDTI Chandigarh



@ Know our Staff Member ﬂ

Sh. Amardeep Singh, Dy.SP, CDTI Chandigarh

He joined C.D.T.l, Chandigarh from BSF in 2018 and he

is performing the duties of Dy.S.P (procurement) and (%,g?’

-

Dy.S.P (Store) apart from Supervising MT Section and Library. T A L

r _, J |,
He has been handling and facilitating timely provisioning # I f
during courses, visits/Conferences of Senior Police Officers.
He is very mature, sincere, faithful, hardworking and upright officer.
In recognition of his services, he has been awarded 02 Nos DG’s Disk with DG’s

commendation card by DG BSF, 01 Commendation Card by DG’s BPR&D, 36 Nos Cash

rewards, 08 Nos Commendation and 01 appreciation by IG, FTR HQ Srinagar.



STAR PERFORMERS OF THE QUARTER
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EMPLOYEE OF THE MONTH
EMPL( J F1 M\
APRIL 2022 EMPLOYEE OF THE MONTH
MAY 2022
CT. RAMESH KUMAR
LDC AMIT SUTHAR
For his outstanding performance, productivity and For his outstanding performance and his contribution in
dedicated services in procurement branch, Hindi the physical verification of the store articles in total 199
Vibhag & other miscellaneous tasks performed at CDTI categories and the condemnation process of the store articles
Chandigarh in the Month of April, 2022. carried out in the month of May, 2022
\
th Y e
Dated 5™ May 2022 Director ,
CDTI Chandigarh Dated p9 _June 2022 (RANI BINDU SACHDEVA, IPS)
DIRECTOR

EMPLOYEE OF THE MON
JUNE 2022
LDC SATPAL SINGH

For his outstanding performance and dedicated services
in the training branch, his contribution in the publishing of
the e-Newsletter (April-June 2022) & other tasks performed
with devotion by him at CDTI Chandigarh.
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Dated 2 July 2022 (RANI BINDU SACHDEVA, IPS)
DIRECTOR
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