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 It gives me immense satisfaction that the editorial board of CDTI Chandigarh is 

successfully bringing out Quarterly e - Newsletters of the Institute for the last more than 

two years. CDTI Chandigarh conducts training modules for middle levels in - service Poli ce 

officers related to all aspects of police working and investigation. The modules are 

designed  with the objective of updating the knowledge of participating officers and 

making them aware about all latest case laws, rulings, SOPôs and trends apart from 

sensitizing them about scientific aids to investigation and importance of soft skills. Not 

only  police officers from all over the country but  p olice officers from SAARC countries also 

regularly come for various training programmes to the institute. Since 20 18 CDTI 

Chandigarh started conducting training programme s for Judicial officers & Prosecutors 

too and it  is a matter of pride that such training courses have been always highly rated by 

the participants. We have experts from  different fields associated  wit h us and it is our 

continuous endeavour to provide quality inputs  to participating officers.  

 

 The e- Newsletter helps  us to reach out to the stakeholders and keep them informed 

about the course and other activities being undertaken at the institute. I loo k forward to 

suggestions from readers to make the training modules better and more enriching.  

 

JAI HIND  

 

RANI BINDU SACHDEVA, IPS  

DIRECTOR  

CDTI CHANDIGARH  

  



 

From the Editorõs Desk 

 

 

 

 

 

 

 

  

 

 Warm greetings to the readers.  I am glad to present the 4th  edition of the E - Issue 

(Oct to Dec) of CDTI Chandigarh Newsletter for the year 2022.  

                        During this quarter  , CDTI Chandigarh successfully conducted Eighteen (18) 

training programs including Offline & Online  courses/ webinars for Poli ce Officers, 

Judicial officers & Prosecutors  and Administrative Officers , on the different topics 

concerning Organized Crimes, Scientific aids to Investigation, Cyber Crime cases, Cases 

related to Women Safety and POCSO  Act. , Wild life offences and Finan cial Frauds  and 

many more.  It was fulfilling to see the healthy participation of the trainee officers in the 

training programs both online and offline.  

      This Newsl etter consist of sections depicting  all the events during this period including 

Traini ng program, Field visits, Community s ensitization programs and other events 

celebrated at CDTI Chandigarh. This issue also showcases the glimpses of 49 th  foundation 

day of CDTI Chandigarh, visits of dignitaries and achievements of the Staff.  

                       We are  hereby presenting you these memorable experiences. I would also 

like to take this opportunity to thank the contributors of this Newsletter and to the 

Director CDTI Chandigarh, Ms. Rani Bindu Sachdeva, IPS , for her continuous g uidance and 

support. I hope you enjoy this edition & provide us with your valuable feedback.  

   

  

JAI HIND  

 

SONAL , Dy.SP  

CDTI CHANDIGARH  

  



 

DETAILS OF COURSES/WEBINAR CONDUCTED AT CDTI, CHANDIGARH 
W.E.F. Oct to Dec, 2022  

 
S/No. Name of Course Duration Nos. of 

Participants 

01 Offline course on óUse of Videgraphy/Photography at the 
scene of crime during the Investigationô 

10.10.22 to 12.10.22  30  

02 Physical Mode course on Mobile Forensics  17.10.22 to 21.10.22  33  
03 Webinar on óCyber Crime Awareness & emerging trendsô for 

police officers  

19.10.22  52  

04 Physical Mode short duration course on óUse of Videography/ 
Photography of scene of crimeô 

26.10.22 to 28.10.22  30  

05 Physical Mode course on óCapacity building for Women Police 
officerô 

31.10.22 to 04.11.22  13  

06 Physical Mode Course on óInvestigation of NDPS Cases. 07.11.22 to 11.11.22  36  

07 Physical Mode Course on óInvestigation of Cyber Crime cases 
& use of Dark Web and Crypto Currency.  

14.11.22 to 18.11.22  
32  

08 Physical Mode course on óInvestigation of Crime against 
Children (NCPCR) & Women  

21.11.22 to 25.11.22  
18  

09 01 day Regional seminar on ñCyber hygiene and safe use of 
Cyber spaceò (NCC Cadets ï Girls)  

22.11.22  
80  

10 Webinar on óEthical Values for effective police working for 
police officers  

23.11.22  
39  

11 DSI Physical Mode course on óInvestigation of Economic 
Crime casesô 

28.11.22 to 09.12.22  
15  

12 03 days Online course on óSensitization of Police Personnel 
on the implementation of provisions mentioned in 

transgender persons  (Protection of Rights) Act 2019 & Rule 
2020  

29.11.22 to 01.12.22  

38  

13 Online 03 days Cyber Crime awareness training program  for 
police officers  

06.12.22 to 08.12.22  
49  

14 Physical Mode course on óCollection & Preservation of Digital 
Evidence  

12.12.22 to 16.12.22  25 

15 Physical Mode course on óInvestigation of Crime against 
Children & Juvenile Justice.  

19.12.22 to 23.12.22  34 

16 Webinar on óUse of Technology in prison administrationô for 
Prisons officers  

21.12.22  41 

17 DSI Physical Mode Course on óInvestigation of Cyber Crime 
cases  

26.12.22 to 06.01.23  24 

18 03 days online training program  on óGender Sensitization for 

the Police Personnel (NCW)  

27.12.22 to 29.12.22  40 

  TOTAL 629 
 
 

 
 

 

 

 

 

 

 

 



 
Course Calendar w.e.f. Janô2023 to Mar, 2023  in r/o CDTI, Chandigarh  

 

 
S/No. Name of Course Duration 

01 03 daysô Specific Online Course for SIC Police Officers of Arunachal 

Pradesh on óHandling of Digital Evidence in cases of Economic Offences 

and Corruption casesôô 

04.01.23 to 06.01.23  

02 Physical Mode  Investigation of Organised Crime.  09.01.23 to 20.01.23  

03 Online  Short duration Course on Law & Order & Management of VIP 
Security.  

17.01.23 to 19.01.23  

04 Physical Mode  Training programme for Prosecutors  on Women 
Safety.  

23.01.23 to 27.01.23  

05 Webinar on óCyber Crime Awarenessô for Judicial officers & Prosecutors 24.01.23  

06 Physical Mode  Course on Stress Management and Wellness for Police 
Officers.  

30.01.23 to 03.02.23  

07 Physical Mode  Course on Investigation of Organised Crime.  06.02.23 to 10.02.23  

08 DSI  Physical Mode  Course on  Investigation of Economic Crime Cases.  13.02.23 to 24.02.23  

09 Online  Short duration course on Investigation of Rape Cases.  14.02.23 to 16.02.23  

10 Webinar on óUse of Drone technology for criminal activities & its 
counter use for surveillanceô  for police officers. 

20.02.23  

11 Physical Mode  03 daysô Cyber Crime Awareness Training programme 
for Police Officers.  

22.02.23 to 24.02.23  

12 DSI  Physical Mode  Course on Investigation of Road Accident Cases  27.02.23 to 03.03.23  

13 Physical Mode  Course on Inculcation of Soft Skills.  06.03.23 to 10.03.23  

14 Physical Mode  Course on óUse of Drone technology in Law 

Enforcement and Police Investigation.  

13.03.23 to 17.03.23  

15 Webinar on óNARCO Terrorism and role of CPOs in countering itô  for 
CPOs  officers  

15.03.23  

16 Physical Mode  Course on Investigation of Organised Financial Crimes 
and Money Laundering Crimes.  

26.03.23 to 24.03.23  

17 Physical Mode  Short duration course on Internal Security Challenges 
& use of technology for meeting these challenges and Border 

Surveillance for CPOs  

27.03.23 to 29.03.23  

 

 

  



SOCIAL INITIATIVES BY CDTI 

 

OUR CYBER FACULTY SH. GURCHARAN SINGH, DURING A TALK ON CYBER 

AWARENESS AT GOVT MODEL SENIOR SECONDARY SCHOOL SECTOR 16 

CHANDIGARH, DECõ2022 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Our Cyber Faculty Sh. Gurcharan Singh, during an Orientation 

session organized by Chd Police to celebrate National Cyber 

Security Month, 



A SESSION ON CYBER HYGIENE FOR NCC STUDENTS CONDUCTED AT CDTI CHANDIGARH BY MS. POOJA CHAUDHARY, DY.SP, 

bh±Ωнлнн 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

OUR CYBER FACULTY SH. GURCHARAN SINGH DELIEVERING A SESSION ON 

CYBER SAFETY  AT GOVT MODEL  SENIOR SECONDARY SCHOOL SECTOR - 33 

CHANDIGARH , DECô2022 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SH. NAND  KISHORE, DY.SP, CONDUTED A WORKSHOP ON  CYBER HYGIENE 

AT  SVKMôS NMIMS DEEMED UNIVERSITY, NEW CHANDIGARH CAMPUS, 

NOVô2022  

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Course on Mobile 

Forensics held in 

hŎǘΩнлнн 



SIMULATION EXERCISE DURING THE COURSE ON ñUSE OF VIDEOGRAPHY/ 

PHOTOGRAPHY OF SCENE OF CRIMEò IN OCTô2022 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SH. KULDEEP CHAHAL, IPS, 

SSP CHANDIGARH DURING 

THE VALEDICTORY SESSION 



COURSE ON ñCAPACITY BUILDING FOR WOMEN POLICE 

OFFICER Sò IN NOVô2022 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

SH. J P SINGH, IPS, IGP, 

HIMACHAL PRADESH 

DELIEVERD A TALK ON 

VARIOUS ASPECTS OF 

CAPACITY BUILDING. 

SIMULATION EXERCISE TO LIFT THE EVIDENCES FROM THE SCENE OF CRIME 



 

   

SH. ANANYA GAUTAM, IG, FIU, MOHALI PUNJAB, DURING THE VALEDICTORY SESSION 

IN THE COURSE ON άINVESTIGATION OF NDPS CASESέ bh±Ωнлнн 



 SH. M.S RAWAT, ADG ITBP & SH. ASHOK TIWARI, IPS, IG, ITBP DURING THE 

VALEDICTORY SESSION IN THE COURSE ON òINVESTIGATION OF CRIME AGAINST 

CHILDREN & JUVENILE JUSTICE" IN DECõ2022  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 



 

 

Sensitization of Police Personnel on the provisions mentioned in Transgender 

Persons (Protection of Rights) Act, 2019 , in Novõ2022 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MX DHANANJAY CHAUHAN, TRANSGENDER WELFARE BOARD, CHANDIGARH ALSO 

DEVLIEVERD A SESSION DURING THE COURSE  

 

 



WEBINAR ON "CYBER CRIMES AWARENESS AND EMERGING TRENDS"  IN OCTô2022 

 

 

 

 

 

 

 

 

 

 

 

WEBINAR ON ñUSE OF TECHNOLOGY IN PRISON ADMINISTRATIONò, DECô2022 

 

 

 

 

 

 

 

 

  

 

 



Some Glimpses of 49 th  Foundation day celebrated at CDTI Chandigarh  on 03.10.22  

 

 

 

 

 

 

 

Sh. Balaji Srivastava, IPS, DG BPR&D, inaugurated the newly renovated Training Hall CDTI Chandigarh  

 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

PRESENTATION OF GUARD OF HONOUR TO SH. BALAJI SRIVASTAVA, IPS, DG BPR&D 



  

 

  

WELCOMING DG BPR&D AND OTHER 

DISTINGUISHED GUESTS ON THE OCCASION 

OF 49TH FOUNDATION DAY 



 

 

 

  

SH. PRAVEER RANJAN, IPS, DGP CHANDIGARH DURING 49TH FOUNDATION 

DAY AT CDTI CHANDIGARH 

SH. BALAJI SRIVASTAVA, IPS, DG BPR&D, ENLIGHTENING THE LAMP ON THE 

OCCASION OF 49TH FOUNDATION DAY 

 



  

IƛƳŀŎƘŀƭ tǊŀŘŜǎƘ tƻƭƛŎŜ ƻǊŎƘŜǎǘǊŀ άIŀǊƳƻƴȅ ƻŦ tƛƴŜǎέ ǇŜǊŦƻǊƳŜŘ ƻƴ 

the foundation day at CDTI Chandigarh 

aŜƳōŜǊǎ ƻŦ ƻǊŎƘŜǎǘǊŀ άIŀǊƳƻƴȅ ƻŦ tƛƴŜǎέ ŀǿŀǊŘŜŘ ǿƛǘƘ 5Dǎ 5L{/ & 

Commendation Certificate 



Sh. Amardeep, Dy.SP, (Left) and Sh. Gurcharan Singh, Cyber Faculty, CDTI Chandigarh (Right) awarded with 

5DΩǎ 5ƛǎŎ ŀƴŘ /ƻƳƳŜƴŘŀǘƛƻƴ ŎŜǊǘƛŦƛŎŀǘŜǎ 

aǎΦ {ŜŜƳŀ 5ƘŀǿŀƴΣ ¦5/Σ /5¢L /ƘŀƴŘƛƎŀǊƘ ŀǿŀǊŘŜŘ ǿƛǘƘ 5DΩǎ 5ƛǎŎ ŀƴŘ /ƻƳƳŜƴŘŀǘƛƻƴ ŎŜǊǘƛŦƛŎŀǘŜǎ 

 

Staff  of CDTI Chandigarh  awarded with DGs Disk and CC  during the 

foundation day . 

 

  

 



òPolice Commemoration Day ó on 21.10.2022 

22  

òRashtriya Ekta Divasó on 31.10.2022 

22  

Remembering and Honouring the brave Heroes of the Nation   



 
Mobile malware is a malicious software specifically 

designed to target mobile devices such as smart 

phones and tablets with the intention to gain the 

access to the private data of the user. As large size of 

users is now using mobile phone devices instead of 

desktop computers, the criminals and fraudsters are 

now targeting the mobile phone devices to steal the 

private information.   As wireless phones and PDA 

networks have become more and more common and 

grown in complexity, it has become very difficult to 

ensure their safety and security against the 

vulnerabilities arising out of viruses and malware 

attacks.    

Common Types of Mobile Malware Attacks 

Following are the most common mobile malware 

attacks:- 

Adware  

Adware also known as ñspamò delivers unsolicited 

malicious advertisements, which lead to hampering 

the performance of the devices and also prompt users 

to download more harmful types of malware.    

 

Viruses 

A mobile phone virus is a malicious program that 

targets Mobile Phone devices.  On virus infection, a 

mobile phone can become a source for spreading the 

virus by transmitting messages or link to other 

vulnerable devices thereby replicating the virus on 

other devices on click or download.      

 

 Worms  

A   worm is a type of malware that infects other 

devices while remaining active on infected systems. 

Unlike viruses, worms do not need human action to 

spread once they are in a network or system.   

 

Trojans  

Trojan malware is a file, program, or piece of code 

that appears to be legitimate and safe, but is 

actually malware. Trojans are generally bind   inside 

legitimate software and crafted to spy on victimôs 

device or steal data.   

 

Bots 

A bot is a software program that performs an 

automated task without requiring any userôs 

interaction. Bots can execute attacks much faster than 

humans ever could. A device with a bot infection can 

spread the bot to other devices which is known as 

botnet. This network of bot-compromised machines 

can then be controlled and used to launch massive 

attacks such as DDoS attacks or brute force attacks; 

often without the device owner being aware of its 

role in the attack.   

 

Ransomware  

Ransomware is the most common form of malware 

which encrypts data in the devices and holds it for 

ransom. If the ransom is not paid within the  

 

 

 

 

 

 

 

 

stipulated deadline, the cyber criminals threatens to 

delete the same or expose it on the cyber space 

especially dark web.   

  

Spyware 

Installed as a program on your device spyware is 

capable of monitoring your activities, location and 

data and also steals sensitive information like 

passwords, usernames, and email accounts.   In many 

cases, spyware looks like a legitimate application, 

work silently in the background and quietly collect 

data. Even such spywares never get noticed till the 

device performance is degraded and the anti-malware 

scanner is run on the device.    

  

Rootkits  

Rootkits are malware that stealthily achieve their 

objective by modifying operating system code and 

data and install malware or use devices as a source of 

a botnet to circulate spam on other devices and lead 

to DDoS.    

 

Symptoms of Malware Attacks on the Mobile Phone 

devices, Following are the symptoms of malware 

attacks on your smartphone devices: - 

Device symptoms 

The device is performing slower than usual. 

Phone battery started to drain faster. 

Phone getting overheat. 

Long loading time. 

Increase in data usage   

Your device isnôt receiving any new OS updates. 

A significant, unexpected decrease in storage space 

on your device 

 

Browser symptoms 

Frequent pop-up ads and will not go away. 

Unwanted Chrome extensions or toolbars keep 

coming back. 

Your browsing seems out of your control, and 

redirects to unfamiliar pages or ads 

Your Chrome homepage or search engine keeps 

changing without your permission 

Unusual behaviour of Applications 

You see apps on your phone that you havenôt used or 

downloaded before. 

Your contacts in the address book have suddenly 

started receiving   emails or social media messages 

from you, but you didnôt send the same. 

 

 Prevention against Malware attacks 
No matter what forms of malware intrudes into your 

devices, but it poses a great threat to the users and the 

organization as a whole by rendering them defunct. 

The following are the suggested preventive measures 

to safeguard your devices from the malware attacks.  

  


